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Protection of Copyright in Metaverse: Risks
and Challenges

P. ARDRA MENON'
ABSTRACT

The metaverse, a burgeoning virtual world, poses significant challenges to traditional
copyright protection. As users create, share, and interact with digital content in immersive
environments, the boundaries of intellectual property law are tested. This research paper
examines the risks and challenges of protecting copyright in the metaverse. Through a
critical analysis of existing copyright frameworks and case studies, this study identifies
challenges and opportunities that IP presents in the metaverse and how to protect it. This
study aims to contribute to the ongoing debate on intellectual property protection in virtual
worlds, informing policymakers, content creators, and industry stakeholders on the
necessary adaptations to ensure creative innovation and economic growth in the
metaverse. As the metaverse develops, protecting creators' rights and promoting a long-
term digital economy will require a coordinated strategy combining technological, legal,
and community-driven tactics.

Keywords: Metaverse, Copyright protection, Intellectual Property, Virtual Worlds, Digital

Content, Content Creators, Economic Growth.

I. INTRODUCTION

The metaverse is a virtual three-dimensional space where people and businesses can engage
with each other digitally. The issue of determining ownership of intellectual property (IP) rights

for virtual assets and creations grows more intricate as more individuals join this space.

The ownership of intellectual property (IP) in the metaverse presents a challenge due to the
ability of users to generate virtual renditions of real-world items, including copyrighted
materials or trademarks, without owning them. Just as in the physical realm, metaverse creators
need to honour the IP rights of creators, innovators, and owners of unique symbols, as IP laws
safeguard the non-physical aspects of an object, whether it exists in the physical or virtual
realm. Consequently, holders of IP rights have the legal entitlement to safeguard their rights in
the metaverse and take legal action against any infringement, such as the use of a virtual item

that violates their IP rights, like a virtual purse or jacket. However, determining the extent of
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IP protection in the metaverse necessitates thoughtful consideration, as incorporating real-
world items into the virtual environment could encroach upon the IP rights of the real-world
owner. Hence, there is a requirement for a well-defined legal structure that can safeguard the
rights of IP owners and the freedom of users to produce and engage with virtual items in the
metaverse. The legal foundation for safeguarding intellectual property (IP) in the metaverse is
grounded in various international agreements, such as the Berne Convention, which establishes
the minimal requirements for copyright protection in most nations globally. Additional
agreements have been put in place to adapt to the digital landscape, including the WIPO
Copyright Treaty, which was adopted in 1996. The Agreed Statement concerning Article 1(4)
of the WIPO Copyright Treaty clarifies that storing a protected work in digital form in an
electronic medium, such as an NFT or a file displayed in the metaverse, constitutes a
reproduction that necessitates prior consent from the copyright holder. Thus, it is crucial to
secure permission from the copyright holder before creating and exhibiting any virtual assets

based on protected works.
Il. OVERVIEW OF COPYRIGHT IN THE METAVERSE

Intellectual Property is the creative work of the human intellect. The main objective of IP law
is protection and the main motivation of its protection is to promote the progress of science and
technology, arts, literature, and other creative works and to encourage and reward creativity.
Intellectual Property includes copyright and industrial property. In India, Copyright subsists in
original literary, dramatic, musical, and artistic works, cinematograph films, and sound
recordings. Literary works include computer programs including databases. The copyright law
generally provides to the owner of the copyright the right to reproduce the work in any material
form; to issue copies of the work to the public, or communicate it to the public; to make any
cinematograph film or sound recording in respect of the work; to make any translation of the
work; to make any adaptation of the work; etc. Thus, the general goal of copyright law is to
prohibit the publication or performance of literary or creative works without the author's or

copyright owner's permission.

Copyright in India is governed by the Copyright Act, 1957 which details provisions for
protection to the author or creator of a work. Section 17 of the Copyright Act, 1957 states
“Subject to the provisions of this Act, the author of a work shall be the first owner of the
copyright therein....”. At first glance, it is evident that an individual who organizes all the
components to form a work is regarded as the author and the initial holder of the copyright
associated with that work. Therefore, one might presume that in the case of digital creations,
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the individual responsible for those digital works would be recognized as the author and the
original copyright owner. While this assumption may be accurate in the conventional
understanding of digital creations, the situation becomes significantly more complex

concerning the production and use of works within the metaverse.

Digital data primarily refers to any content that is in the digital domain or content associated
with the use of computerized information that is stored in soft copies on the internet or
electronic devices, which are presently the most common ways to store digital content. The
metaverse is a "digital twin" of the real world where users can make their own avatars, set them
up in virtual environments, and use tools from Al (Artificial Intelligence), augmented reality,
and virtual reality to essentially live a virtual existence. The metaverse isn’t about escaping
reality, it’s about “embracing and augmenting it with virtual content and experiences that can
make things more fulfilling and make us feel more connected to our loved ones, more
productive at work, and happier”. Thus, the metaverse is a virtual three-dimensional space
where people and businesses can engage with each other digitally. It could also be a potential
platform for a wide range of applications, including social media, entertainment, education,

and commerce.

Literary works include "computer databases, programs, tables, software, and compilations that
constitute a computer system," according to Section 2(0) of the Copyright Act, 1957. Thus,
literary works could be used to describe data-based information. To provide context for the
metaverse, it should be noted that, being computer software, it would be protected without the
need for registration in India. Regarding the copyright of works produced in the metaverse,

there is some doubt, nonetheless.
I1l. RISKS AND CHALLENGES IN METAVERSE COPYRIGHT PROTECTION

Some of the key and most pressing issues concerning the use of content in the metaverse
include identifying who holds the copyright for works created across different platforms or any
further adaptations of original material, understanding the nature and importance of licensing
for copyrighted content, the relevance and application of the ‘fair use’ doctrine, violations of
copyright, the misuse of personality rights, and the appropriate jurisdiction within the
metaverse. The emergence of the metaverse poses considerable challenges for copyright
protection, primarily due to its immersive, interactive, and decentralized characteristics. If
these issues are not adequately addressed, it could lead to potential problems in the future, such
as virtual theft, piracy, and unauthorized exploitation of copyrighted materials, undermining

the very essence of copyright laws designed to safeguard original works.
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(A) Author/Ownership Rights:

In the current digital age, individuals not only consume but actively create and modify digital
content, making it difficult to distinguish between authorship and ownership. The issue that
emerges is who would own such works: the proprietors of the platforms themselves, or the
actual users producing them digitally for example, by making a virtual item or using an avatar
or both. The platform's owner/creator owns the platform and its components. Because digital
user content depends on the design and programming created, it follows that the owner of a
platform or the developer of the metaverse platform or the digital marketplace may also claim

authorship over digital user content in addition to the creator of such material.

The mere act of a metaverse user uploading a digital copy of music does not confer copyright
ownership of the original song upon the creator of the digital copy. In these situations, anyone
wishing to use an original work must obtain prior permission from the copyright owner of the
original work before creating any digital representations of the work, as copyright grants an
exclusive right over original works of authorship that is separate from ownership of any digital

object in which the works are an integral part.
(B) Infringement Of Copyright in Metaverse:

When someone uses any of the exclusive rights provided to the creator of a work without first
getting the necessary licenses and permissions, it is considered copyright infringement. In the
real world copyright violations include the unapproved duplication of tangible works of art,
music recordings, movies, software, and publications. However, there are issues with
identifying infringers and enforcing copyrights because of how simple it is to replicate and

distribute digital assets like music, art, and virtual goods in the metaverse.

Copyright violations in the metaverse can occur from the distribution of metaverse software or
code, unauthorised use of digital assets, replication of virtual environments, and theft or
infringement through the creation of digital copies of original works. One of the most obvious
distinctions and significant obstacles between infringement in the real world and the metaverse
is the metaverse's prevalence of anonymity and pseudonymity, which makes it nearly
impossible to identify and prosecute infringers. It is also necessary to take into account the
volume and speed at which digital content can be copied and transferred to different metaverse
platforms. Furthermore, the metaverse seeks to be as participatory as possible by utilising
technologies like generative artificial intelligence (Al), which makes copyright infringement
all the simpler. In India, the issue of copyright infringement within the metaverse is largely

unexplored, and there is a lack of judicial precedents to assist in prosecuting infringers.
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Notably, on a global scale, there are also very few cases addressing copyright violations in the

metaverse.

In the realm of copyright, a notable case involving the unauthorized use of third-party content
is the lawsuit filed by Solid Oak Sketches, the copyright holders of tattoo designs worn by
famous basketball players such as LeBron James, against 2K Games, the publisher of the
popular "NBA 2K" video game series. The lawsuit argued that the unapproved reproduction of
these tattoos on the players' digital avatars represented a breach of copyright. However, 2K
Games effectively defended itself by referring to the ‘fair use’ doctrine. The United States
District Court for the Southern District of New York carefully considered several factors,
including the minimal nature of the use, indicating that the tattoos constituted a trivial part of
the overall gaming experience. Moreover, the court contemplated the possibility of an implied
license, indicating that the players might have tacitly agreed to the portrayal of their tattoos,
which are essential elements of their identities, across various media platforms. Additionally,
the court recognized the transformative aspect of such usage. The portrayal of the tattoos served
an artistic intent, aiming for a realistic representation of the players. Ultimately, this case
highlights the necessity for video game developers to maintain a strong understanding of
copyright laws when integrating third-party content, leading the court to rule in favour of the

defendants.

Therefore, the initial move toward the right path is being made on an international level by
making connections between copyright violations in the physical realm and acknowledging the
risks of copyright infringement within the metaverse. A practical approach to this issue might
involve establishing specialized forums that can tackle such infringements globally and provide

suitable remedies to copyright holders.
(C) Fair Use of Copyright in Metaverse:

The idea of 'fair use' seen in the real world can also be relevant in the metaverse, but
determining its scope will be a significant and complex endeavour. At the same time, it is

crucial to grasp the degree of the infringement involved.

In the metaverse, where there are no limits, content exploitation will occur on a global scale.
Due to the extensive nature and coexistence of various metaverses, the traditional measures of
fair use which consider the purpose and character of the work, the type of work, the amount
used, and its impact on market value may become less effective. A comparison can be made
with social media policies addressing the fair use of digital content. For example, when users

upload a video to YouTube, they must accept the platform's terms of use. By agreeing to these
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terms, both the platform and its users receive the rights to share and promote the uploaded
content. Nevertheless, this agreement does not authorize anyone to use any work without
permission. Unauthorized usage is considered a breach of the terms of use. In the same way,
the metaverse, functioning as a platform, may establish policies that define what constitutes
‘fair use’ and what does not. As the metaverse progresses, current copyright frameworks may
have difficulty adapting, leading to the need for new legal strategies and technological
measures to protect creator rights and ensure fair use, as well as verify what qualifies as ‘fair
use’. A practical strategy would involve developing uniform global guidelines to identify such
cases and striving to eliminate bias when addressing and determining the fair use of
copyrighted material within the metaverse, after incorporating feedback from all global

stakeholders.
The ‘fair use’ aspect in the metaverse could include:

e User-generated content: Users frequently develop content that incorporates aspects of
protected works, like avatars, virtual environments, or digital artwork. If these
creations are transformative and not intended for profit, they may be considered fair

use.

e Virtual performances and displays: Performances, whether live or recorded, taking
place in the metaverse like virtual concerts or theatre might include copyrighted
content. Uses that transform the original work, such as parody or commentary, might

qualify as fair use.

e Sampling and remixing: The metaverse frequently incorporates the reworking and
sampling of established digital creations. When these utilizations greatly alter the
original pieces and are executed for non-commercial reasons, they might qualify for

fair use.

e Educational and non-profit uses: Online classrooms or educational spaces in the
metaverse that utilize copyrighted content for instruction, academic pursuits, or
research could be as fair use, particularly if they are non-commercial and enhance
educational value or support religious organizations. This may also encompass digital

performances shared with an audience that does not pay.
(D) Copyright License:

It is important to analyse the ownership rights issues regarding the platform developers and the
platforms themselves. In most cases, the ownership rights of the developer, rather than the
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individual creator, are bolstered by non-exclusive, irrevocable, and perpetual license
agreements that users/creators often sign without fully considering their implications at the
time of registration on these platforms. On one hand, these platforms use click-wrap licensing
agreements to obtain rights similar to those held by a creator or author from the user. However,
in cases of third-party infringement of such protected content, these agreements enable the
platforms to take on an intermediary role and thus relieve themselves of any liability for third-
party violations occurring on their platforms. In both instances, the ownership rights of the
creator are negatively impacted, as the negotiating power rests with either the developer or the
platform, backed by these imbalanced agreements. Regrettably, the enforceability of these
types of agreements remains in ambiguous territory and will need to be addressed on a case-
by-case basis, leading to additional uncertainty regarding the protection and handling of creator
rights in the metaverse.

Nonetheless, it is important to note at this point that a creator's rights are not entirely
relinquished to platforms due to these vaguely phrased click-wrap agreements. The Berne
Convention for the Protection of Literary and Artistic Works, when considered alongside the
Agreed Statement Related to Article 1(4) of the WIPO Copyright Treaty, clearly articulates the
following: “Agreed statement concerning Article 1(4): The reproduction right, as set out in
Article 9 of the Berne Convention, and the exceptions permitted thereunder, fully apply in the
digital environment, in particular to the use of works in digital form. It is understood that the
storage of a protected work in digital form in an electronic medium constitutes a reproduction

within the meaning of Article 9 of the Berne Convention”

Essentially, it signifies that parties involved in a contract must provide exclusive rights to
creators regarding their works, regardless of the medium or format of expression. Additionally,
saving a copyrighted work in digital format on an electronic device is considered a reproduction
that requires prior consent from the copyright owner. Consequently, these stipulations greatly

favour the creators.

The metaverse can actively involve platform operators and utilize content moderation
techniques like automated algorithms or human moderators to detect and eliminate infringing
content from their platforms. These proactive strategies enable the early identification and
management of copyright violations in the virtual environment. Enforcing copyright is
essential for safeguarding authors' rights and promoting a sustainable online environment. At
present, intermediaries reduce their liability regarding intellectual property violations by
following notice-and-takedown processes, upholding safe harbour protections, establishing

policies against repeat offenders, and actively supervising their platforms for infringing
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materials. The metaverse introduces novel difficulties for enforcing copyright, yet all parties
involved can collaborate to safeguard intellectual property in virtual environments and
maintain a lively and sustainable creative landscape by employing efficient strategies like
copyright notices, service terms, content moderation, reporting systems, licensing agreements,

and educational initiatives.
I\VV. CONCLUSION

In summary, ongoing advancements in the metaverse will continuously reveal complex
challenges. Traditional legal systems struggle to adapt, as they are not designed for the unique,
decentralized, and highly interactive characteristics of virtual environments. Unresolved
crucial issues such as ownership rights, licensing, fair use, determining the form and degree of
infringement and identifying the infringer could lead to disputes and legal ambiguities.
Therefore, it is essential to modify the current legal framework to enhance the protection of

copyright in the emerging metaverse.

It is vital to revise existing copyright regulations and establish new legal frameworks that can
effectively address the challenges posed by the metaverse to protect authors' rights and
maintain the integrity of copyright in the digital space. This includes forming international
partnerships to tackle jurisdictional issues, ensuring equitable and transparent licensing
agreements, and recognizing the input of users in the development of digital content through
their creative expression and individualized methods. The safeguarding of creators and the
encouragement of innovation need to be balanced when enforcing intellectual property rights
in the metaverse. Raising awareness among users, content creators, and platform operators in
the metaverse regarding copyright regulations and best practices fosters a culture of compliance

and supports the safeguarding of intellectual property rights.

In the metaverse, there are considerable opportunities despite the difficulties surrounding IP
ownership. Digital goods and services have a large market in the metaverse, presenting a
potential for IP owners to monetize their creations through sales and licensing. Furthermore,
the metaverse serves as a platform for creators to exhibit their work and establish their brands,
opening up possibilities for collaboration and new business endeavors.
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