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  ABSTRACT 
The present data protection legislative frameworks are facing significant problems due to 

the rapid expansion of AI technology in industry, administration, and the judiciary. The 

regulatory frameworks of the EU and India with relation to the application of AI technology 

in data processing are compared in this study. The EU has created the GDPR and EU AI 

Act, two pieces of legislation that provide a risk-based framework for regulating AI 

technologies and how they affect the processing of personal data. However, as the DPDPA 

was passed in 2023, India is still in the early phases of creating a regulatory framework 

for the usage of AI technologies.  

Despite being a significant step forward in the evolution of Indian data protection 

legislation, the DPDPA lacks any provisions pertaining to artificial intelligence. Four 

major conclusions have been drawn from this paper's analysis of primary legal acts, court 

rulings, and public policies: normative material convergence in foundational norms; 

significant divergence in the extent of AI governance; a significant gap in the statutory 

treatment of automated decision-making; and an urgent need for legislative reform. The 

study concludes with the creation of a number of thoughtfully crafted recommendations for 

India that expand upon the EU's regulatory framework while taking India's development 

aspirations into consideration.  

Keywords: Artificial Intelligence Regulations, Data Protection Legislation, GDPR, Digital  

Personal Data Protection Bill 2023, EU AI Act, 

 

I. INTRODUCTION 

When it comes to the convergence of legal intricacies with technological capabilities, the 

twenty-first century is unmatched. In general, artificial intelligence (AI) refers to the capacity 

of computer algorithms to carry out tasks that have historically been completed by people. 

Since then, AI has moved from being only the focus of scholarly research to practically every 

 
1 Author is a Student at School of Law (Deemed to be University), PIMR, Indore, India. 
2 Author is an Assistant Professor at at School of Law (Deemed to be University), PIMR, Indore, India. 



     
219  International Journal of Legal Science and Innovation [Vol. 7 Iss 5; 218] 

© 2025. International Journal of Legal Science and Innovation   [ISSN 2581-9453] 

aspect of contemporary corporate and government activity. The most critical issue facing 

regulators in today's digital economy is to regulate this innovative technology and, more 

crucially, the vast amount of personal data that powers it. AI systems are doing more than just 

processing data; they are also drawing conclusions, creating profiles, and selecting individuals 

in ways that directly and seriously challenge the fundamental tenets of traditional data 

protection legislation.  

The European Union has implemented a number of ground-breaking legislations in response 

to this tremendous task, motivated by both its constitutional history and its geopolitical goal 

of being the world leader in technology regulation. The GDPR,3 which established a strong 

and globally applicable legislative framework for the protection of personal data, went into 

force on May 25, 2018. On the other hand, the EU AI Act,2 which was passed in August 2024, 

established a multi-layered, risk-based regulatory framework for the full lifespan of AI 

technologies. When taken as a whole, these two policies can be regarded as an example of the 

most advanced legal regulation of the convergence of AI and data protection, according to a 

number of specialists.  

The experience is very different in India. For many years, India lacked a complete legal 

framework for data protection, despite having the biggest population in the world and one of 

the fastest-growing digital economies. But the Indian Supreme Court's landmark ruling on 

constitutional matters in the case of Justice K.S. Puttaswamy (Retired) vs. Union of India4 

came before the DPDPA5 was introduced. In that decision, a panel of nine judges came to the 

unanimous conclusion that every Indian person has the fundamental right to privacy. As this 

paper will demonstrate, the DPDPA's adoption was undoubtedly an important step toward 

acknowledging data privacy as a fundamental value, but it is insufficient to reduce the 

particular concerns connected to AI technologies.  

A. Rationale for Comparative Analysis  

From an intellectual standpoint, the deliberate selection of the EU and India as comparators is 

justified. Both parties are vital to the global digital economy, confront comparable governance 

issues as a result of AI, and are dedicated to upholding individual liberties. The strength and 

comprehensiveness of the established legal systems differ between them. India adopts an 

 
3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data [2016] OJ L 119/1 (hereinafter 'GDPR'). 2 

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 

harmonised rules on artificial intelligence [2024] OJ L 1689 (hereinafter 'EU AI Act').  
4 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).  
5 Digital Personal Data Protection Act, 2023 (Act No. 22 of 2023) (India) (hereinafter 'DPDPA').  
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emergent strategy and finds itself striking a balance between its economic interests and the 

need to protect people's rights within the growing polity, in contrast to the EU's maximalist 

approach, which is comprehensive and rigorous regulation focused on preserving individual 

rights. Comparing the two models will reveal not only the peculiarities of their legal approaches 

but also make the comparison at the level of jurisprudence. 

B. Research Questions and Scope  

Four major research questions will guide this paper, which include the following: First, what 

is the content of the GDPR and EU AI Act of the European Union regarding AI-powered data 

processing? Second, how does the Data Protection and Privacy (DPP) Bill, 2023, of India 

address the issues that arise with respect to AI? Third, in what ways are the two legislative 

regimes similar and different with regard to data protection, automation, enforcement, and 

cross-border data transfers? Fourth, what structural and normative lessons might India draw 

from the EU's regulatory framework?  

This paper is restricted to administrative and civil law. As of April 2026, the findings of this 

paper will be up-to-date. However, since the development of artificial intelligence (AI) 

technology is very rapid, any analysis of it will always be temporary.  

C. Research Problem Identification  

The specific research problem motivating this piece can be summarized in a succinct statement: 

the application of AI systems in important sectors – financial evaluations, criminal law 

enforcement, administration of public services, health care, and employment – raises 

significant threats to the rights to privacy, self-determination, and equal treatment for which 

neither classic data protection nor general administrative law provides any suitable framework 

within the Indian state. There are three ways in which this inadequacy is reflected.  

First, the fundamental presumptions of data protection law—consent, purpose limitation, and 

data minimization—apply to specific and predictable uses of personal data. These fundamental 

presumptions are fundamentally at odds with AI systems because of their indeterminate output 

capabilities, flexibility, and capacity to generate complex inference structures from sparse 

input. Furthermore, when an AI system uses personal data, whose intended purpose cannot be 

reasonably anticipated by the user, the concept of “informed consent” becomes worthless.  

From a structural perspective, the DPDPA lacks a comparable clause to Article 22 of the 

GDPR, which grants people the right to be exempt from decisions based on automated 

processing when those choices have a substantial legal impact on them. Since Indians are 

frequently refused access to credit, insurance services, and social welfare benefits owing to 



     
221  International Journal of Legal Science and Innovation [Vol. 7 Iss 5; 218] 

© 2025. International Journal of Legal Science and Innovation   [ISSN 2581-9453] 

computer determinations without the right to seek human intervention, this omission is not a 

technical blunder but rather represents practical reality. 

From an institutional perspective, the Indian approach towards regulating AI lags far behind as 

it does not have dedicated institutions or regulations for the purpose. In particular, the country 

does not have an independent supervisory authority capable of dealing with issues arising from 

the application of AI. Instead, the current approach is set out in policy and advice documents 

provided by NITI Aayog and MeitY.  

D. Research Methodology  

The research methodology used in this paper is comparative legal analysis. Comparative law 

as an academic study operates on the assumption that a better understanding of the laws and 

legal systems of various countries can be achieved by comparing them to each other rather than 

studying them individually. The process involved in this paper goes beyond mere description 

of the two legal systems but takes a prescriptive approach since the aim of this exercise is to 

learn from the comparison and apply the lessons to the reform of Indian law.  

The primary sources that have been used for the purposes of the current paper include the 

statutes themselves, namely GDPR, EU AI Act, and DPDPA, 2023, as well as case laws like 

the CJEU and Supreme Court of India judgments, and policy papers from such institutions as 

NITI Aayog, MeitY, European Data Protection Board, and the EU Commission. The secondary 

sources include the peer-reviewed literature on the relevant topics, commentaries on the laws, 

and reports by civil organizations concerning the pertinent regulations.  

II. CONCEPTUAL FRAMEWORK  

A. Artificial Intelligence: Definition, Typology and The Data Nexus  

The term “Artificial Intelligence” has not yet been universally defined under international law, 

and this is a significant obstacle to the concept's regulation. An AI system is defined as “a 

machine-based system that is designed to operate with varying degrees of autonomy and that 

may be adaptive even after its deployment, and that, for explicit or implicit purposes, infers 

from the inputs it receives how to produce outputs like predictions, content, recommendations, 

or decisions that affect the physical or virtual world”6 in the EU AI Act. This definition is 

functional and technology-neutral.  

The Indian government's national strategy for AI has defined AI as “a set of technologies that 

empower machines to act intelligently and mimic the ability of humans to sense, understand, 

 
6 EU AI Act (n 2), art. 3(1).  
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and respond.”7 Clearly, the Indian definition of AI, while more ambitious in nature, can be 

attributed to the legal framework being policy-oriented and not legally binding. The European 

Union AI Act's technical definition is used in this study because it is more specific in terms of 

law than the previous one.  

The relationship between AI and data protection laws arises out of AI's core architecture and 

functionality. AI, most of whose commercial applications rely on machine learning models, 

requires substantial volumes of personal data for training, testing, and operation. More 

importantly, however, AI creates inferences about individuals well beyond the actual personal 

data fed to it; from an individual's location data, the AI system infers religious affiliations; from 

purchases, it deduces pregnancy; and from facial recognition, it makes judgments about the 

individual's ethnic background or emotional condition. The use of traditional data protection 

concepts, such as the principle of purpose limitation and data reduction, is structurally 

hampered by these generation and inference capabilities.  

B. Data Protection and Privacy: Fundamental Concepts  

The application of the right to privacy with regard to the processing and organization of private 

information is known as data protection law. The Fair Information Practice Principles (FIPPs), 

which were first codified in the US Department of Health, Education, and Welfare's 1973 

Report and subsequently included in the OECD Guidelines for the Protection of Privacy 

(1980), the Council of Europe Convention 108 (1981), and, ultimately, the GDPR, form the 

foundation of contemporary data protection law. Lawfulness, equity, and transparency; 

purpose limitation; data minimization; accuracy; storage limitation; integrity and secrecy; and 

accountability are some of the aforementioned concepts. The aforementioned guidelines serve 

as the benchmark for assessing GDPR and DPDPA.  

III. LEGAL FRAMEWORK  

A. European Union  

1. The General Data Protection Regulation (GDPR), 2016  

The GDPR is the most sophisticated data protection law ever passed anywhere in the world, in 

contrast to its predecessor, the Data Protection Directive of 1995. The GDPR has attained an 

unprecedented level of global reach and power due to its extraterritorial effect, which applies 

to any controller or processor that offers goods or services to data subjects or monitors their 

 
7 NITI Aayog, National Strategy for Artificial Intelligence (Government of India, 2018), p. 3.  
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behaviour on EU territory. This has given rise to what is now known as the “Brussels Effect.”8 

It is also notable that the material scope of the GDPR includes any processing operation 

involving personal data by automatic means, which makes the GDPR directly applicable to AI 

systems.  

According to Article 6 of the GDPR,9 there are six legal bases for processing personal data 

lawfully: permission, contract performance, legal obligation, essential interests, public task, or 

legitimate interests. “Consent must be freely given, specific, informed, and unequivocal, and it 

must be as easily withdrawn as it was granted.”10 This is a particularly high criterion. Further 

discussion will make it evident that such strict rules could pose serious compliance challenges 

for AI systems.  

GDPR Article 2211 is arguably the most directly relevant provision concerning artificial 

intelligence systems. According to the text, people have the right not to be the subject of totally 

automated processing choices that involve profiling and have legal ramifications or other 

noteworthy consequences. This norm has three exceptions: when the decision-making process 

is required to enter into a contract, when it is permitted by Union or Member State law, or when 

it is founded on express permission. “Controllers must set up suitable protections in situations 

where an exception applies, such as making sure there is a chance for human involvement, 

voicing one's opinion, and contesting the decision.”12 “This regulation imposes harsh penalties, 

including administrative fines of up to €20 million or 4% of global yearly revenue, whichever 

is higher.”1314 For example, Meta Platforms Ireland was fined €1.2 billion by the Irish Data  

Protection Commission in May of 2023.13  

2. The EU Artificial Intelligence Act, 2024  

Based on a taxonomy for risk classification, the EU AI Act is a horizontal regulatory 

framework. The taxonomy divides AI technology into four categories according to the degree 

of risk: low-risk AI (voluntary codes), high risk (compliance obligations), restricted risk 

(transparent duties), and unacceptable risk (banned). “The use of social scoring by public 

authorities, remote biometric identification in public areas for law enforcement, and AI systems 

 
8 Bradford, A. (2020). The Brussels Effect: How the European Union Rules the World. Oxford University Press, 

p. 125.  
9 GDPR (n 1), art. 6.  
10 GDPR (n 1), art. 7(3).  
11 GDPR (n 1), art. 22(1).  
12 GDPR (n 1), arts. 22(2) and 22(3).  
13 GDPR (n 1), art. 83(5).  
14 . Data Protection Commission (Ireland), Decision in the matter of Meta Platforms Ireland Ltd (Case 

Reference: IN-18-5-5, 12 May 2023).  
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that exploit people's psychological vulnerabilities to compromise their autonomy are examples 

of AI systems with unacceptable levels of risk.”15 The categorical ban of these AI systems 

demonstrates the normative position that human dignity constitutes an absolute limitation on 

technological use that cannot be transcended in any manner.  

“AI systems that carry high risks – AI systems used for critical infrastructure, employment, 

provision of essential services, policing, migration, and judicial processes – must adhere to 

several conformity requirements, which are mostly ex ante.”16 These conformity requirements 

include having a risk management system in place, the use of good quality data for training 

purposes, documentation and record keeping, transparency rules, human supervision measures, 

and accuracy and cybersecurity standards. Prior to releasing high-risk AI systems onto the 

market, conformity evaluations must be completed. The European Commission's AI Office and 

national competent authorities share accountability for monitoring high-risk systems. 

“Companies may be fined up to €35 million, or 7% of their yearly global turnover, if there are 

significant violations.”17 

B. India  

1. The Digital Personal Data Protection Act, 2023  

In light of the Supreme Court of India's recognition of the basic right to privacy in Puttaswamy, 

the DPDPA can be seen as the result of almost six years of discussion. The DPDPA offers a 

legal basis for processing digital personal data for the first time. “According to Section 6 of the 

Act, the consent model stipulates that processing of personal data may only be done with freely, 

expressly, knowingly, unconditionally, and explicitly obtained consents, as demonstrated by a 

clear affirmative action.”18 Furthermore, there are valid reasons to treat personal data under 

Section 7 of the Act in some circumstances without obtaining consent.19  

The DPDPA imposes certain obligations on “Data Fiduciaries,” the legal designation for data 

controllers in India. These duties include putting in place the proper organizational and 

technical safeguards, guaranteeing data accuracy, following retention regulations, and 

immediately attending to requests from data principals. The Central Government will notify 

“Significant Data Fiduciaries” based on the volume and sensitivity of data they handle. These 

individuals will be responsible for additional tasks like designating a Data Protection Officer, 

 
15 EU AI Act (n 2), art. 5.  
16 EU AI Act (n 2), arts. 8–15; Annex III.  
17 EU AI Act (n 2), art. 99(3).  
18 DPDPA (n 3), s. 6.  
19 DPDPA (n 3), s. 7.  
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carrying out algorithmic audits, and conducting regular data protection impact assessments. 

Individuals' rights, referred to as the “rights of Data Principals,” include the ability to obtain 

information about processing, the ability to have information corrected and deleted, and the 

ability to address complaints. “The financial penalties imposed for breaches could be as high 

as INR 250 crore.”20  

2. Ai Policy Landscape and Governance Gaps  

“Beyond the DPDPA legal framework, India's AI governance system is essentially a policy 

oriented one, not law-based. Without making any formal regulatory commitments, the National 

Strategy for Artificial Intelligence of NITI Aayog (2018) declared India to be a “AI for All” 

nation by identifying important industries like healthcare, agriculture, education, smart cities, 

and smart mobility.”21 “Principles for Responsible AI of MeitY (2021) mentioned values such 

as safety, reliability, inclusion, transparency, privacy, and accountability, although these 

principles cannot be enforced legally.”22 “An advisory in 2024 calling for intermediaries to put 

labels on AI generated contents shows increased awareness about generative AI dangers, but 

still falls short of being legally mandatory.”23 This policy-centered approach creates a 

regulatory black hole in terms of AI-specific regulation since there is neither conformity 

criteria, nor risk assessment, nor regulatory body for AI matters.  

IV. ANALYSIS AND FINDINGS OF RESEARCH  

A. Approach to AI Regulation: Comprehensive versus Emergent  

The nature of the pertinent legislation is a key distinction between the two jurisdictions with 

regard to AI governance. India has adopted an “emergent and sectoral” approach, while the EU 

has adopted what can be called a “comprehensive legislative” strategy, with the GDPR and the 

EU AI Act taking the form of directly applicable Regulations of the European Parliament and 

Council that contain clear and enforceable obligations with uniform legal effect. This has 

resulted in a serious regulatory gap, with no enforceable regulation of the design and 

deployment of AI systems, no ex-ante risk assessment obligation, nor an independent AI 

supervisory body.  

India's approach cannot simply be explained by its current state of technological development: 

 
20 DPDPA (n 3), Schedule.  
21 NITI Aayog (n 6), pp. 1–4.  
22 Ministry of Electronics and Information Technology, Principles for Responsible AI (Government of India, 

2021).  
23 Ministry of Electronics and Information Technology, Advisory on Due Diligence by Intermediaries Dealing 

in AI (Government of India, March 2024).  
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It reflects, at least in part, a conscious decision on India's behalf to promote innovation over 

regulating the use of AI in accordance with a right-based agenda. This paper suggests that such 

a regulatory strategy entails significant moral costs that cannot possibly be justified in light of 

India's obligations under international law towards promoting respect for human dignity and 

autonomy.  

B. Data Protection Principles: Convergence and Divergence  

At a basic principle level, there is a clear convergence between the GDPR and the DPDPA. In 

both laws, consent processing is the underlying normative basis, there are duties of accuracy 

and retention, and accountability is seen as a key organisational responsibility. The Puttaswamy 

fundamental rights doctrine's constitutional foundation for the DPDPA is consistent with the 

European Union's Charter of Fundamental Rights, which acknowledges data protection as a 

fundamental right.   

Another pertinent aspect of that legislation for the purposes of regulating AI would be the 

complete prohibition on the processing of such special categories of personal data, such as 

health data, biometric data, genetic data, and data pertaining to an individual's racial or ethnic 

origin, without obtaining their prior consent or a statutory exemption under the GDPR; the 

“Central Government has not yet fully enforced the relevant provisions of the DPDPA 

concerning sensitive data.”24  

C. Automated Decision-Making: The Key Gap in the Frameworks’ Provisions  

Perhaps the most significant difference between the two regulatory regimes in question is the 

regulation of automated decision-making. In fact, individuals have a comprehensive right 

under Article 22 of the GDPR to not be subjected to purely automated decision-making, which 

could have legal or similarly significant consequences on an individual. This right is 

supplemented by other rights, such as the right to a human review of those automated 

decisions.  

However, it is precisely at the level of principles that important differences occur. The GDPR 

identifies seven different principles of data processing, outlined under Article 5 – all of them 

relevant to the issue of AI governance – with a greater degree of specificity than the DPDPA. 

Specifically, with respect to the accountability principle of the GDPR, outlined in Article 35 

and associated with the Data Protection Impact Assessment obligation, an internal 

organisational governance framework has been established. Although the obligation for 

 
24 DPDPA (n 3), s. 9.  
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algorithmic audits of Significant Data Fiduciaries under the DPDPA constitutes a similar 

approach, it lacks detail.  

The DPDPA lacks a clause analogous to Article 22. In other words, there is no statutory right 

to opt out of automated processing, request a human involvement in algorithmic decision-

making, and receive an explanation thereof. These rights not being established in Indian law 

have very tangible implications; for instance, India's consumer market suffers from routine 

automated refusals in lending, insurance, and the distribution of public services. The lack of 

automated decision-making protection in the DPDPA, thus, emerges as this paper's primary 

normative deficit in comparative assessment and a prime target for legislative action.  

D. Enforcement: Strength and Independence  

The comparison of enforcement structures points to yet another area where significant 

distinctions can be found. A number of autonomous national Data Protection Authorities  

(DPAs) operating under the auspices of the European Data Protection Board are among the 

GDPR's enforcement tools. DPAs have strong investigative and advisory powers, and 

corporate organizations are effectively discouraged by the financial penalties (up to €20 

million, or 4% of yearly global revenue). The most severe offenses may result in fines of up to 

€35 million, or 7% of yearly global turnover, under the EU AI Act.  

In India, the DPDPA gives the Data Protection Board of India (DPBI) the authority to look into 

legal violations and impose fines of INR 250 crore. “However, because the Central 

Government appoints the DPBI Chairperson and Members, NGOs and other civil society 

organizations have criticized the institution's independence.”25 Furthermore, there is no 

organization with the authority to supervise AI governance generally, and the DPBI's purview 

is restricted to data protection. India's capacity to successfully govern AI-driven data 

processing is hampered by the absence of such an organization.  

E. Cross-Border Data Transfers: Rights-Based Versus Statecentric Approaches  

“Unless there is a derogation, GDPR forbids the transfer of personal data from the EU to third 

countries without offering sufficient levels of protection or any relevant safeguards to 

persons.”26 A structured rights-based approach for assessing cross-border data protection has 

been established by the GDPR framework for judging the sufficiency of protection provided 

by the receiving nation. The historic ruling in the case of Data Protection Commissioner v. 

 
25 Internet Freedom Foundation, Analysis of the Digital Personal Data Protection Act, 2023 (2023), available at 

https://internetfreedom.in (last accessed 15 April 2026).  
26 GDPR (n 1), arts. 44–49.  
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Facebook Ireland Ltd and Schrems (Schrems II),27 for example, demonstrates how EU 

authorities would invalidate agreements on cross-border transfers of personal data if they did 

not provide the guarantees required by the GDPR.  

“India's DPDPA, on the other hand, is clearly state-centric; section 16 permits cross-border 

transfers to nations chosen by the Central Government, so transforming an EU-compliant data 

rights protection program into a tool of geopolitical discretion.”27 Multinational firms operating 

in both regimes find it extremely difficult to comply with the DPDPA due to this structural 

discrepancy, which also raises questions about the effectiveness of India's transfer mechanism 

from an EU perspective.  

F. Illustrative Case Studies  

1. EU: Schrems II and the AI Training Data Implications  

The Schrems II verdict highlights both the robustness of the EU data protection regime – the 

readiness to impose costly penalties in defense of basic human rights – and the possibility of 

conflict between the two. The massive transatlantic data flows crucial to the training of the 

base models of AI have been severely interrupted following the invalidation of the Privacy 

Shield. The decision demonstrates a normative ideal of paramount importance to AI regulation: 

regardless of the economic and technological interests at stake, the basic human right to protect 

oneself from undue state monitoring cannot be compromised.  

2. INDIA: Aadhaar Biometric Identification and Automated Exclusion  

One of the biggest examples of AI-based data processing in the world is the Aadhaar biometric 

identification system, which registers over 1.3 billion Indian people and uses AI-based 

biometric authentication for government services. The Supreme Court declared the program 

constitutional with some restrictions in its historic decision in Justice K.S. Puttaswamy (Retd.) 

v. Union of India (Aadhaar).28 “Nevertheless, a great deal of empirical research has 

demonstrated how welfare recipients have been denied benefits as a result of authentication 

failures brought on by the loss of biometric integrity.”29 This scenario shows the need for a 

statutory assurance of human oversight, which is offered by GDPR Article 22 but absent from 

India's DPDPA. It also provides a fascinating case study of the practical effects of AI-based 

decision-making errors.  

 
27 Case C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian Schrems [2020] 

ECLI:EU:C:2020:559 (Schrems II). 27 DPDPA (n 3), s. 16.  
28 Justice K.S. Puttaswamy (Retd.) v. Union of India (Aadhaar), (2018) 1 SCC 809 (India).  
29 Dreze, J., & Khera, R. (2017). Recent Social Security Initiatives in India. World Development, 98, 555–572. 

https://doi.org/10.1016/j.worlddev.2017.05.035.  
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G. Challenges and Systemic Problems  

1. Algorithmic Bias and Transparency  

One of the most studied ethical issues in the use of contemporary AI solutions is AI algorithmic 

bias, which is described as the propensity of artificial intelligence to replicate, intensify, or 

produce discriminative outcomes. The use of historically biased training sets, the use of proxies 

that function as markers of the existence of protected traits, or the incorrect application of an 

algorithm under particular conditions can all lead to biased output. According to EU law, the 

results of a biased AI system may contravene EU anti-discrimination laws and the GDPR's 

need of data accuracy in situations involving protected characteristics. In India, discriminatory 

AI output can involve Article 14 and Article 15 of the Indian Constitution, although procedures 

for contesting such discrimination are not as well-developed.  

AI opacity, which implies the inability of even the developers of deep learning algorithms to 

comprehend the underlying decision-making process due to a 'black-box' effect, further 

contributes to the problem of AI accountability. Requirements regarding transparency and 

explainability form key provisions of the GDPR and EU AI Act. No Indian AI regulation, 

including India's proposed DPDPA, establishes similar requirements.  

2. Striking the Right Balance between Innovation and Fundamental Rights  

The fundamental policy conundrum between protecting individual rights and encouraging 

economic innovation in order to reap its development benefits is at the core of regulation. While 

the EU’s approach is rooted in the priority given to individual rights, it acknowledges that there 

will be compliance costs incurred in the process of regulating some AI-related activities. India, 

on the other hand, takes an implicit innovation-first approach to regulation, in view of its 

aspiration to become an AI powerhouse. Each approach carries its own set of normative costs, 

which must be balanced by regulation.  

V. RECOMMENDATIONS  

A. Introduction of a Specific Regulatory Statute for AI  

India's first legislative priority must be to introduce a separate regulation on AI, which will 

work in tandem with the DPDPA. The risk-based structure used by the EU AI Act can inspire 

India to introduce an AI Act that (i) categorizes AI technologies based on their risks and bans 

technologies that pose unacceptable risks; (ii) mandates compliance obligations such as 

conducting pre-deployment risk assessment, human control measures, and documentation for 

high-risk AI technologies operating in high-stakes areas like credit assessment, medical 

diagnosis, and criminal sentencing; and (iii) creates a specific regulator for AI technologies 
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endowed with technical knowledge, appropriate funding, and operational autonomy. The 

suggested regulation must also have proportionality provisions that will reduce compliance 

costs for small and medium-sized enterprises without compromising high-risk scenarios.  

B. Amendment of the DPDPA to Include Automated Decision - Making Safeguards  

A clause akin to Article 22 must be added to the DPDPA, giving data principals the following 

rights: the ability to object to decisions made solely by automation that have legal implications 

or equivalent significance; the ability to request human intervention to review the decision; and 

the ability to receive a thorough and understandable explanation of the decision-making 

process. Given the growing usage of artificial intelligence systems for government service 

delivery, insurance rate setting, and credit rating, this becomes increasingly critical. In the 

digital age, the right to contest algorithmic judgments is crucial for substantive equality and 

need to be included in India's data protection legislation.   

C. Enhancing Institutional Autonomy and Enforcement Capacity 

No regulatory regime can be effective without the integrity of its enforcement apparatus. India 

must enhance the autonomy of the Data Protection Board of India through appointments that 

are free from executive interference and made according to established meritocratic criteria, in 

the vein of India’s Constitutionally-guaranteed bodies like the Election Commission of India. 

The penalty quantum needs to be reviewed in light of an introduction of a factor that is similar 

to the 4% turnover standard under the GDPR. This is to ensure that deterrents imposed on 

organizations continue to be commensurate with their size. Adequate technical expertise in AI 

and data science ought to be infused within the organization of the DPBI to allow effective 

regulation of AI processing.   

D. Adoption of a Legal and Binding Ethical AI Framework  

There is need to translate the existing ethical AI principles developed by the Indian government 

into binding obligations in terms of legislation. Such requirements should include: compulsory 

assessment of the impact of AI systems in public interest applications; transparency and 

explainability for consumer-oriented AI; independent audits; and prohibition of AI systems 

that discriminate against any individual. An AI Ethics Board should be put in place involving 

representation by judges, technologists, civil society and representatives of communities.  

E. Engaging in a Discussion on Achieving Adequacy with the European Union  

There is a need for India to take steps toward obtaining adequacy designation from the 

European Commission, which will enable unimpeded data transfer from the EU into India and 
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demonstrate India's resolve to align with international data protection norms. To reach such a 

position, India will have to prove that its national legislation satisfies the standard of being 

“essentially equivalent” to the GDPR, which in and of itself will help improve the legislative 

landscape in India. The strategic partnership between India and the EU provides the diplomatic 

framework within which this conversation should move forward immediately.  

VI. CONCLUSION  

The legislative frameworks governing artificial intelligence and data protection in the EU and 

India have been thoroughly compared in this paper. Such an analysis has revealed that while 

the two structures are convergent in their recognition of consent, accountability, and accuracy 

as the key pillars of data governance, they are quite divergent in relation to the specifics of the 

AI regulations within each jurisdiction.  The GDPR and the EU AI Act are two examples of 

EU regulation, which is regarded as the pinnacle of contemporary AI regulation. It is 

distinguished by its multi-layered approach to AI governance, robust safeguards against 

automated decision-making for citizens, an advanced enforcement mechanism, and its 

applicability to extraterritorial companies.  

The DPDPA, which recognizes a fundamental right that Indians have been struggling for a 

long time, can be seen as a significant advancement in the nation's history of data governance. 

But AI cannot be adequately regulated by the DPDPA.   

It is neither easy nor simple to get from India's current regulatory position to a mature 

governance architecture for AI technologies. In order to resolve the challenging ethical, social, 

and political conflicts that arise at the nexus of technical innovation, economic advancement, 

and human rights, lawmakers must be ready to invest in institutions, capacities, and 

procedures. In this sense, the EU is a model that should be thought about and learned from, 

but it shouldn't be blindly copied.   

However, there is one aspect of the problem that is evident: the need for action. Millions of 

people's lives are impacted by the artificial intelligence systems currently in use in India's 

credit, welfare, health, and law enforcement sectors in ways that are not subject to 

accountability, inspection, or legal protection. It is more important to fulfill India's 

constitutional obligations than to meet international norms when it comes to addressing the 

regulatory void in these areas.  

***** 


